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Plan / Prepare 
· Develop a business continuity plan from a functional/operational aspect, especially if your organization provides a public service.  You may need to redefine “vital records” for your organization – consider what records will be needed to perform the restoration.
· Create an emergency manual and dispense paper copies to everyone; you may not be able to access electronic copies.  Retain at least one copy in a location other than the office.  Staff should be “trained” annually – basically so they understand what they are to do, where and when they are to report, who they are responsible to and for what.  Update contact information at least annually (remember to update the off-site copies).  
· Make emergency assignments before the disaster.  Think about who will need to do what and have all staff assigned a job or a person to contact after a disaster.  Document the assignments and include emergency contact information.  
· If your organization has field or branch offices, establish liaisons in those offices.  After a disaster, it may not be possible to physically visit those locations to check on damage to records.  The liaisons should also receive disaster recovery training.
· Develop lists of supplies and services you may need after a disaster and where to acquire them.  Include vendor listings and their contact information – both regular and emergency – in the "emergency manual".  Consider including: 

· records center/warehouse space – Temporary storage for pallets of boxes as well as staging/review area may be needed.  
· pallets – Pallets are critical for moving large volumes of boxes.  
· shrink wrap – If moving boxes on pallets, this is necessary.  
· records boxes (10x12x15) as well as other sizes – Other size boxes are needed for moving drawings/plans, office contents, manuals, etc.
· refrigeration trucks and/or refrigerated storage – May need for temporary storage of wet records until decisions can be made and/or contracts approved.  

· temp labor agencies – Temporary manpower can be utilized to pack/move boxes.  Be prepared to provide temporary IDs for vendors and temp workers so law enforcement officials know they have a legitimate reason for being in the disaster area.
· storage pods or shipping containers – Crowley-type shipping containers and 18-wheel trailers from a moving and storage vendor can be used for temporary storage for records, furniture, personal effects, etc. removed from buildings.  Later, they can be easily moved to loading docks or positioned in office parking lots for easy accessibility.

· equipment rental of forklifts, hand trucks, pallet jacks, etc. – Determine if special type equipment (i.e. forklift with a boom, cranes, external construction elevators, etc.) will be needed for each building site.  Note: Identify who can operate a forklift if you are not using a disaster remediation company.  Consider having a staff person trained if necessary.  
· cleaning / restoration supplies – A variety of equipment, cleaning products, and services may be needed after a disaster.  See the attached checklist.
· Be sure to include vendors and suppliers outside your immediate area.  If the disaster is widespread, as in Katrina, suppliers in the entire area may be damaged or gone.  Even with a more localized disaster, supplies could be quickly depleted from local vendors if multiple companies and organizations all need the same supplies, i.e., boxes or refrigerator trucks.
· Obtain emergency contacts, including cell phone, radio and home numbers, of your staff, management, the vendors on your suppliers list, your commercial records center and their staff.  If evacuating for a hurricane, obtain contact numbers for where your RM staff will be evacuating to; you may need to contact family and friends of employees.  You may also want contact information of ARMA colleagues from your local chapter and others you would call on for help.  
· Include state and local archives & history agency contact information.  Professionals at these agencies can provide advice and consultation on salvage and recovery of artifacts and records, especially those with historical value.
· Include emergency contact information/cell phone numbers for your Facilities Management and Security people -- for your organization and any building(s) the organization occupies as a tenant.  Facilities and Security personnel will be among the first responders and will be able to provide the status on any damage.  They will also be able to give you permission to access the building/disaster site, can provide master keys and alarm codes, etc.  

· Register with disaster recovery and remediation service companies.  There is no cost incurred or intent implied, but organizations which have registered with recovery service companies, usually receive priority response over corporations making initial contact after the disaster.  Also check with your Facilities group; they may have a corporate agreement.  Consider registering with several companies.  Vendors offering this service are included in disaster recovery resource listings.  
· Determine and identify critical records, e.g. those records which should be given first priority in the recovery/removal process.  Something as simple as colored dots on file cabinets could identify records that needed priority handling.  This will also be useful in the initial damage assessment.

· Include floor plans of all floors in all buildings in the emergency manual.  Floor plans should indicate the office and cubicle arrangement and all file cabinets and filing areas.  The organization’s facilities or space planning department should maintain these, especially if modular furniture is used.  Floor plan maps will allow recovery personnel to know exactly where vaults, file rooms and other critical files are located.  Also, if you have identified priority records, those can be indicated on the floor maps for first responders.  Review and update these annually.  
· If you live in an area prone to natural disasters that can be prepared for, have an emergency preparations communication drafted and ready to be distributed to employees.  This will save valuable time in instructing employees in emergency preparations and plans.  This communication/email should include instructions about protecting records and securing offices and buildings.  Records and working files should be put away in drawers or cabinets – do not leave them on desk tops.  Include reminders to take office keys, IDs, personal items/records and emergency manuals.  Employee IDs may be required by law enforcement for access to the disaster site.  Also include information on appropriate attire when returning to a disaster location; flip flops and sandals are not safe footwear for walking in debris, broken glass, nails, etc. 
· Be familiar with your company’s emergency procurement process or develop one if a policy is not already in place.  Think about how you will pay for supplies and services in an emergency situation without going through a purchase order process.  Know what the purchase limit  is for corporate credit cards.  Does it need to be increased in an emergency situation?  Inform staff of the procedures and authorization limits.  Do they have corporate credit cards or can they use personal credit cards and provide receipts for reimbursement?  Be sure they know what documentation will be needed for purchases and/or reimbursements.  
· Require departments to have their files labeled and identified.  If you know what the record is, you may not need to spend the time, effort and expense to recover hardcopy records which may be available electronically.  
· Another good practice is to remind/require business units to send records to off-site storage prior to storm season or on a regular basis.  This reduces the volume of records "in harm's way" as well as the volume of records requiring recovery if the building is damaged.  Make it a practice to return retrieved records to the records center as soon as the reference need is completed.  
· Don’t keep critical or only copy records in areas susceptible to flooding or in other high risk areas.  Don’t put boxes of records directly on the floor in storage areas.  Shelves should be elevated at least a couple inches off the floor to prevent water damage from wet floors or carpets.  
· Do not lock file cabinets, drawers, desks, overhead cabinets, offices or storage closets as a protection method when evacuating.  Department personnel may not be available or may not be allowed in the building, especially during the initial assessment after a disaster.  Locked offices, storage closets, and overheads may delay access for damage assessment and removal.
· If your office buildings use card key access, make sure you have regular keys and take them with you when evacuating.  Card key access won’t work if the electricity is off and may not work on generator power.
· Evaluate the criticality and vitality of hardcopy only records and determine if alternative protection methods are needed and justified, i.e. imaging.  Determine the consequences and effect on the business if these records were to be destroyed or severely damaged.
During the Recovery 
· Utilize a document recovery contractor if possible, especially for a large recovery project.  Rely on their expertise.
· If you cannot use a document recovery contractor or additional time is needed to procure services, freeze wet records ASAP until decisions can be made.  This is the best way to stabilize the documents and inhibit mold growth.  
· If using a document recovery or remediation contractor, clarify and thoroughly understand – get it in writing if possible – exactly what the process will be, what work will be performed by whom, what the expectations are, what is included in the quoted price and particularly how the cost will be billed.  Setting up the recovery agreements pre-disaster, allows plenty of time to ask questions and negotiate issues.  Points to understand and/or questions to ask include:

· What specifically will be taken as “wet records”? Does “records” include magazines, phone books, reference materials, employee’s personal items (such as framed diplomas and photographs), CD players, etc.?
· Is the cost quoted per cubic foot or carton?  A per carton price may actually be calculated at a cubic foot price resulting in a 20% increase over original estimates. [One records center carton = 1.2 cubic feet]

· Does the quoted price include all expenses or will there be additional costs, e.g. fork lift rental, food and lodging expenses for contractor employees, mileage/travel costs, mark-up costs?  It is common practice to add a 20% mark-up to the total cost for such services.  
· Does the quoted price for the drying/reproduction process include costs for replacement office supplies (file folders, labels, new boxes), labor to type new labels, labor to transfer records from the old box to the new box, quality control checking and project management?  None of these are bogus charges but not planning for them at the beginning of the recovery project can result in cost projections being way off base by the time the invoices are received.
· When assessing damage to records, determine priorities of the recovery effort based on:

· damage incurred – The most severely damaged should be handled as soon as possible.  If water damaged, freeze as quickly as possible and then make a decisions on what and how to recover.
· the business unit and its function – Depending on the company/organization, customer and accounts receivable records may be needed before marketing and purchasing information.  Some hardcopy records may not need to be recovered at all if they can be recreated from electronic versions or duplicates retained elsewhere.
· the criticality of the records to the restoration effort – What records are needed to respond to the disaster and/or used to restore critical infrastructure.
· building access issues – Building remediation efforts and lack of electricity or elevators may affect the timetable for removing and restoring records.
· Perform a walk-thru after packing is completed to ensure no records were missed.  We discovered later that records in some file cabinets and desk drawers were missed and that locked rooms and closets had not been opened.  I assumed the contractor project leads would do a walk-thru of the completed areas but they did not.  Fortunately we were able to go back into one of the buildings to pack the missed records but in other buildings records were thrown out with damaged furniture and never recovered.

· Enforce organizational policies with regard to handling and protection of records and information.  Do not allow employees to take records home.  MPC records must remain on company property or in company control.  If we had allowed employees to take records home, there was no way to determine what had been removed or if it ever came back.

· Document! Document! Document!  Keep a diary of your daily activities.  Write down everything!  Multiple things will be going on at any one time and days will begin to run together, especially if the recovery effort is protracted.  Keep detailed records of what the contractor does – the number of pallets, what was packed when, what groups went on what truck, when the trucks left, etc.  Document the daily hours worked of your staff and the contractor and laborers.  This information will be invaluable in reporting progress to management, providing financial projections and cost estimates, and in reviewing invoices later.
· Work closely with your organization’s Facilities department or group leading the restoration effort.  Removal of records must be coordinated with other restoration efforts.  Depending on the disaster, there may be limited use of elevators, debris removal, building remediation work, etc. to contend with.  If the damaged building is leased space, these same issues could be compounded by access and security issues as well as all the other building tenants dealing with damaged offices and records.  Your Facilities department may also be able to locate temporary warehouse space or office space for the Records staff.  Participate in any disaster status meetings to stay informed about recovery efforts and progress, timetables and schedules, etc. that could impact the records recovery process.
Additional thoughts and suggestions
· Employee personal items – MPC has made it a company policy to limit personal items and records retained in offices since Katrina.  Personal checking account records, savings bonds, and children’s birth certificates were among some of the employee personal records which were sent to NY for re-processing at company expense.  Now the company policy requires employees to take personal records and items if evacuated or the employee assumes the risk; the company will not be responsible for damage to personal records and office items, i.e. framed artwork.

· I’m OK phone line – Establish a procedure for employees to notify the company regarding their personal status after a disaster.  After Katrina, MPC had trouble accounting for all our employees since many of them evacuated to northern Mississippi and neighboring states.  It was several days before management was able to determine that all employees had survived the storm. Now we have an 800 "I'm OK" phone number that is activated in case of a hurricane or other emergency; employees are to call the 800 number and use a PIN number to let the company know they have survived or if they have a problem.  We also have another emergency-activated 800 information number that is updated every 4 hours with recorded information about the emergency situation and reporting-for-duty instructions.
· Utilize all the help you can get – If you have offers of help after a disaster from colleagues, utilize them.  In hindsight, I wish I had used observers when our records were being packed, especially when we used the temp agency employees.  These observers can help with a variety of tasks: obtain supplies when needed; contact employees for keys to locked offices and closets; provide direction on what are and are not considered records; maintain statistics and documentation of the pack-out (how many boxes, hours worked, number of laborers, departments packed, etc); perform walk-thru after packing is completed.  
· Cover PCs and phone equipment – Have large plastic trash bags on hand to cover PCs and phone equipment prior to a hurricane to prevent damage from moisture.  Instruct employees to not leave CPU units or boxes of records on the floor.  Cardboard boxes will soak up water from wet carpeting.  If equipment must be removed after the disaster, the trash bags can be used for keeping cables, mouse, keyboards, etc. together.  
· Assess building structure – During your planning, if you occupy multi-story or high-rise office buildings, think about how you will get records and critical equipment out of the building without elevators.  
· Cameras, flashlights and batteries – If you have a digital camera or video camera be sure to charge the batteries and to take the camera with you.  It will be invaluable in recording damage for the insurance company (as well as creating an ARMA presentation about the experience later).   It can also be a way for one person or first responders to document damage if access to damaged buildings is limited or difficult, i.e. high rise office buildings.  Flashlights and extra batteries are good to have on hand in preparation for a disaster.  Even in the daytime, flashlights may be necessary to assess damage to records in interior offices and closets or storage rooms if the electricity if off.  Extra batteries for cameras and cell phones may also be needed depending on the length of the outage.
In Conclusion
· Be proactive vs. reactive.  Disasters will occur, hopefully not as severe as Katrina.  Having a plan at least gives you a place to start, even if it is only to toss the plan in the trash.  
· Good sense, sound judgment and creativity are necessary.  A plan, however, won’t be a substitute for the good sense, sound judgment and creativity that are required when responding to an emergency or disaster.  
· Don’t be complacent.  It will happen.  It’s no longer if, but when.

· Expect the unexpected.  Plan for the worst case scenario.  Think about what you would do and how you would manage with no electricity, no elevators, no PCs and thousands of cubic feet of records to pack, move and access.  Where will you get thousands of boxes?  Where will you put them?  How will you get them there?  How will you access them?  What if you are not allowed back in the building?
· Empower staff to handle decisions.  Staff may not have the time or the communication capability to check with management before making decisions.  If they are prepared for the emergency, and understand their parameters, they will make good decisions.  Don’t second guess them afterwards.
Gail Ann McCreary, CRM
Records Manager

Mississippi Power Company

228-865-5467

gamccrea@southernco.com
EQUIPMENT, SUPPLIES, AND SERVICES CHECKLIST
Depending on the type and extent of the disaster, these are things you may need for the clean-up and recovery effort.  Determine where they can be acquired and include the list of vendors and contact information in your emergency manual.  

Equipment

Pallets

Storage pods/containers

Forklifts/hand trucks/pallet jacks

Portable tables

Fans

Grounded extension cords

Flashlights w/ batteries

Wet/dry vacuum cleaners

Hair dryers

Portable generators

Water hoses & spray nozzles

Ladders

Tool kits

Rubber boots

Waterproof clothing

Dehumidifiers

Hard hats

Portable lighting

Safety glasses

Sump pump

Crane/construction elevator

Services

Warehouse space

Refrigerated trucks/storage

Temporary labor

Equipment rental

Document recovery/salvage services

Janitorial service

State/local historical agency

Exterminator/fumigation service

Medical services (tetnus shots)

Supplies

Shrink wrap
Boxes 

Brooms/dust pans

Sponges

Mops

Buckets

Disinfectant

Shovels

Plastic crates/totes

Plastic garbage cans

Trash bags

Rubber gloves (heavy-duty)

Latex gloves

Dust masks

Drinking water

Jugs of water

Markers/labels

Clipboards

Paper towels

Plastic sheeting

Aprons/protective clothing

First aid kits

Caution tape

Duct tape for sealing containers

Hand radios

Clothes pins

Nylon cord/clothesline

Freezer/wax paper

Blank newsprint

Packing tape & dispensers

Consider storing basic response supplies on-site for immediate response:  dust masks, rubber/latex gloves, boxes, plastic sheeting (stored with scissors and tape), mops, buckets, paper towels, first aid kit, etc.

RESOURCES

Council of State Archivists

http://www.statearchivists.org/prepare/index.htm
Although developed for state archives and other cultural institutions, COSA’s Emergency Preparedness Initiative program has several tools which can be adapted for use as planning tools for emergency and disaster planning and recovery.  
· Assessment for Emergency Preparedness - used by state archives and records management programs to evaluate the status of their emergency preparedness
· dPlan – free online tool to help develop a customized plan for disaster prevention and response

· Pocket Response Plan (PreP)TM  template – free template for a concise document for recording essential information needed by staff in case of a disaster – print on legal-size paper and can be folded to credit card size to retain in wallet
· Links to other resources from state archives and other sources:  records and document recovery techniques, checklists, disaster recovery vendors, emergency preparedness planning, etc.
California Preservation Program
http://www.calpreservation.org/disasters/index.html 
· Generic Disaster Plan Workbook - provides a framework to assist institutions in writing their own disaster plan
· Disaster Plan Template - used in conjunction with the Disaster Planning and Preparedness Guidelines to prepare institutional emergency plans that include collections priorities and disaster response procedures
· Disaster Resources – links to sites for sample disaster plans, case histories, supplies and suppliers, bibliographies
· Disaster Plan Exercise – used to test an existing plan and train staff on the handling of an emergency

Washington State, Division of Archives and Records Management   http://www.secstate.wa.gov/archives/pdf/Essential_Records_Manual_FINAL_Jan_04.pdf
Essential Records Manual: Security Backup, Disaster Preparedness Disaster Response and Recovery is a technical and self-guide for state agencies to produce a records disaster recovery plan.  Includes blank forms and instructions.
Conservation OnLine (CoOL)        http://palimpsest.stanford.edu/ 

Project of Stanford University Library.  Contains links to essential resources and articles on preservation of records and artifacts.  
National Archives and Records Administration 
http://www.archives.gov 
Records Management Training  (  Emergency Planning and Response Courses

Check your own state emergency management agency and FEMA for disaster planning and recovery tools.

